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VOLUME 6 

THE FOREIGN OFFICE CRYPTANALYTIC SECTION (PER Z S) 
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.German Foreign Office Organization for Cryptanalysis, - 
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History and Strength ...o.... ........ ........o... ....... 3 ^ 

Expansion, X93T**X939 ^ 

Further Wartime Expansion. ............................. 5 ^ 

Organizational Changes and Moves During Later War Years 6 1 

Leading Personnel 7 ^ 





1.’ Intr odu ction. — A paper covering the genesis, history, 
and operations of the German Foreign Office Cryptanalytic Section 
can claim neither completeness nor absolute accuracy. The 
reasons for this deficiency are attributable to the paucity of 
data available as a basis for the paper. 

In the first place, the existence of the Foreign Office 
Cryptana lytic Section (Pers Z S) while suspected, had never 
been definitely established until the Section was captured in 
April 19^5 . There was consequently little or no background 
information to assist the interrogators. Secondly, the ex- 
ploitation of this specific target was the first major exploita- 
v tion undertaken by Yil&M-* As such, it suffered from the general 
lack of experience found in new undertakings. 

The interrogations, it is felt, were not extensive enough. 
,So large was the field covered by the Pers Z S cryptanalytic 
-effort — over fifty countries during a period of twenty-five 
years -- that few interrogators were available who were com- 
petent to meet the German cryptanalysts on their own ground. 

Most of the interrogators and target officers were men who had 
not enjoyed any extensive experience on diplomatic sy stems j 
their work for some years had dealt with military problems. 

Faced with the necessity of conducting complete interrogations 
on subjects with which they were unfamiliar or on which, for 
security reasons, they could not openly appear to be well- 
informed, there were inevitably areas which were not completely 
covered. The interrogations, therefore, cover little more than 
those highlights which the Germans most readily recalled. Crypt- 
analysis was emphasized, while intelligence was almost completely 
neglected. 



d 



f 

DOCID: 3486663 





In May 1945, the TICOM principle of requiring prisoners 
to do extensive "homework, " that is, write papers, as detailed 
as possible and in their own words, was not fully developed. 

The only Pers Z S report of this type, a most significant docu- 
ment from the cryptographic point of view, was issued with an 
apology for Its preparation.* 

There are equally serious deficiencies In the Pers Z S 
documents which Were captured by TICOM. Little of the material 
had any currency; most of the documents antedated 1942. The 
records of the Turkish group and the records of the Mathematical - 
Cryptanalytieal Subsection were alleged to have been and most 
probably had been completely destroyed prior to capture. 

The account which follows, therefore, cannot pretend to be 
a complete statement as to the Pers Z S organization. Its crypt- 
analytic effort, or its achievements. It is based entirely 
upon TICOM sources, and must therefore be regarded as a com- 
pilation of highlights, and a listing of certain clues which 
suggest facts and conclusions but do not document them. 

2 . German Foreign Office Organization for Cryptanal ysla . 
Communications , and Security -- For many years the cryptanaXytlc 
activities of the German Foreign Office were concentrated in the 
"Special" (Cryptanalytlc) Section, Z Branch, Personnel Bureau v 
(Personal Z Sonderdienst, dr Sonderlenst des Referats Z in der, 
Per 3 onalahteilung des Auswaertigen Amtes). The section was 
generally called Pers Z S, an abbreviation of its short German 
title. ; It engaged in cryptanalysis of foreign diplomatic codes 
and ciphers. It did not work on military problems . 2 

Z Branch, referred to hereinafter as Pers Z, was headed 
by Minister (Gesand ter) 'Sol chow. Z Branch was latterly organized 
Into four sections, one of which was the foregoing "Special" 

(or Cryptanalytlc) Section (Sonderdiensti or Pers Z S ) . The 
Cryptographic Section (Chiffrierabteilung, or Chiffrierdienst, 
abbreviated Pers Z Chi), headed by Senior Specialist (Oberregie- 
rungsrat) Horst Hauthal, was engaged In the compilation and 
distribution of the codes and ciphers used by the Foreign Office. 

V- The Communications Section (Refer at fuer Funkwesen, or Funk- 
ref erat, abbreviated as Pers Z F), headed by Senior Specialist 
(Oberregierungsrat) Ernst Hoffmann, handled the Foreign Office 
communications systems, including teletype circuits, telephone 
switchboards and radio links . The Administrative Section 
(Generalreferat, abbreviated Pers Z Gen), headed by Senior 
Specialist (Oberregierungsrat) Dr. Roy, handled personnel and 
administrative problems for the whole of Z Branch . * 

^See I 89 , Dr. Rohrbach 3 3 "Report on the American Strip Cipher" 
2 TIC0tt I 22 para 3 
5 I* 1 p 14 
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3 . History and Strength, I<jl9-l937 -- The Foreign Office 
code and cipher work had originally been done In Bureau I 
(Abteilung I), the normal administrative bureau in a German 
governmental department. Its name at that time vas probably 
the "Political Intelligence Bureau." As Its cryptanalytlc and 
cryptographic work expanded, it changed Its name, taking the 
cover afforded by "Personnel Bureau. ^ Another source stated 
that the section vas formerly known as the Cipher Section 
(Chiffrierabteilung), later concealed under the lengthy cover- 
name listed in Paragraph 2 above. 5 As late as 1925 the crypto- 
graphic activities and the cryptanalytlc activities were unified 
under one head.® 

It is not known when the Foreign Office started Its^ crypt- 
analytic endeavors after the first World War. It is known that 
Zastrov, the Pera Z S expert on American systems, had seniority 
in the organisation dating from December 1st, 1918. In any 
event, an uncaotioned personnel list, dated May 1919* listed 
the names of men and .11 women.' While the significance of 
the list is unknown. It does include the name.) Of such well 
known personalities as Kasper, Kuaze, Schauffler, Schersehmidt 
and Zastrov, all of whom were Pars Z 3 cryptanalysts in 1945. 

It is probably safe to assume that Foreign Office cryptanalytlc 
efforts were r r ell advanced before the conclusion of the peace 
treaty. j 

Ho documentary evidence is available on the strength of the 
organization during the period 1920-1937. Xu 1945 Paschke and 
3chauffler stated that, beginning with 20-30 people in 1916, A 
the organization grew to a strength of approximately 50 in 1930 .® 
This statement tends to support the view that the May 1919 list 
of 63 persons included more than cryptanalytlc personnel, and 
was probably a list of Foreign Office cryptographic, communica- 
tions and cryptanalytlc personnel . . 

^11. p 14. A sentence in Document T56, Reports of the A Group, 
Page 52 , gives a clue as to the section's former name: "The 

solution. .(was) . .* achieved in the £ Section of the Political 
"Intelligence Bureau of the Foreign Office {E(entzifferungs??) 
abteilung der Pol itischen Nachrich tens telle des Auswaertlgen 
Amtes. 

^1 22 para 3 . Statement from Sr. Rohr bach . Since Dr. Rohr bach 
did not join Pars Z S until after the outbreak of war, the 
statement should be taken with reserve. 

6 DF 17 T3273 P 3 

^DF 17 T3273 

8 I 22 para 125 
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4. Expansion, 1937-1939 » — Captured documents show that the 
whole strength of Pers Z (including the four sections listed 
above in Par 1) came to 77 persons on November 1, 1937* and to 
72 persona on July 1, 1938.9 Unfortunately these lists did not 
give a detailed sectional breakdown. At least 20 persons were 
engaged in cryptographic work (compilation, security and message 
center), and it seems safe to deduce that the Cryptanalytic 
Section (Sonderdienst, or Pers Z 3) did not dispose of a number 
greater than the estimate given above for the year 1930 « Indeed, 
it could be assumed that the 1930 estimate of. 50 persons was 
excessive. Data for the year 1939. tend to confirm this impression. 
Paschke and Kunze estimated the 1939 Pers Z S strength at 80-100 
people . a captured document gives a detailed breakdown of 
Pers Z S personnel as of December 1, 1939* showing a total strength 
of 92 persons Other documents show that 45 new appointments 
were made between September 1, 1939 and an unspecified date in 
November 1939*^ Of these, 22 were regular appointments (Etats- 
stellen) and 23 were newly requested war service appointments 
(iieuaufgeforderte Kriegsstellen) . If the strength on December 3,1939 
were 92, and if 45 persons had been hired since September 1, 1939* 
then it seems reasonable to estimate the Pers Z S strength prior 
to the war as something less than 50 persons . 

The available documents for the period 1937-1939 give the 
impression that all of Z Branch might have suffered from personnel 
shortages and inertia on the part of higher administrative author- 
ities. The job descriptions (Begruendungen) accompanying the 
I 9.38 recommendations for promotion show that Dr. Kunze had been 
a specialist (Regierungsrat ) since 1923* and that Paschke and 
Scherschmidt bad held the same grade since 1927* Attention was 
drawn to the fact that; 



- "Positions with comparable activities and responsi- 
bilities in other ministries are given the grade of 
Principal Specialist (Ministerialrat) or Senior Specialist 
( Oberreglerungsrat ) . This in spite of the fact that the 
personnel concerned are, usually younger and have had less 
time in grade. i?1 3 

. * I . 

^ TF 24, Pers z/ll47, and 1938 personnel list 

10 1-22, para 125 

11 jp 24, Pers Z S Organization as of December 1, 1939 

12 rpp 24, Personnel list, dated November 1939 

13 TF-24, 1938 Begruendungen . Such complaints are apt to be 

generic in governmental organization. No valid conclusions 
could be drawn without comparable data from other ministries. 
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The Cryptographic Section (Pers Z Chi) complained, in the 
same year that it could no longer function efficiently without 
additional personnel. ^ Ten of its thirteen cryptographers were 
over fifty years of age, six of them over sixty. Wight work 
represented too much of a strain for men of this age. 



"Due to the overloading of the Cryptographic Section, 
outgoing messages cannot he enciphered and checked with 
the necessary care. This regrettable state of affairs 
was most noticeable during May 1938, and September 1938, 
when the political atmosphere was at, its tensest." 

As of December 1, 1939* then, the Cryptanaly tic Section 
(Pers Z S) had a strength of 92 persons. It was organized as 
follows ; , 



LOCATION* 


UNIT 


STRENGTH 


TOTAL 


luisenstift, under 


Schauffler 8 s Grohp (Gruppe) 


8 




Dr. Schauffler' 


Paschke's Group 


13 






Scherschmidt 8 s Group 


10 






Brandes 8 Group 


11 






Zastrow’s Group 


9 






Karstien 8 s Group 


5 






Kasper 8 s Group 


4 






Hagen's Group 


4 






Records Group (Archiv) 


4 






Clerical Personnel 


3 


72 

/ 


Jaegerstrasse 12 


Special Group (Stosztrupp) 


20 


20 


III, under 


[Mathematical cryptanalysis ] 


“95“ 


Dr . Kunze 









la 

1938 parts of the organization were housed at Wiihelmstrasse 
73«* -In February 1939* unidentified elements were housed in 
,■ the Koenigin Luise Stif tung, Berlin-Dahlem, Podbielskl Allee 
78 . This location was called the "Luisenstift." Nothing is 
known as "to -the dates for occupation or evacuation of the 
quarters in Jaegerstrasse 12 III . ^ 

5 * Further Wartime Expansion. — No detailed figures are 
available to cover the Z Branch expansion during the early war 



14 Tp 24, Supplement to Pers z/l400 of Nov 2, 1938 

15 tf 24, Personnel List dated October 1, 1940 
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\ . , By October X, 1940* there were . 290 employees In the entire; 
branch, /.a, thy©© bulged per een> Increase ©vey the, previously quoted 
t tgure, of 72 far July 1., 193ft.*? Qn pctbber 19, 1$#; fera/ Z s'W\ 
fstatedto occupy' quarters via thr©©. buildings , implying a. further . , 

■ eip^ns.ion; oyer .the 1939figur©.*?\ .. ... ■"'■/’ '.'■ ■> '■ '-'.V.' ■ 

%, oTb@ ;last a^iilable statements as to total personnel, aye. 

^ At that time,/ Dr. Kunze reported be had 53 
vs,ops employed in 1 -. the; Jaegers ty & s s© , wh il e Schauffle? reported " 
.persona: sit . the Dahlem-Podbielski Alls© ideation., & ' total'- -persdimel . 





p'V in; : spite . of the expansion, they© is good ''evidence', that tfe© 
Pers ZD ^oad&rsstlll considered .their personnel inadequate to 
dope with ^11; problems , . On lo¥©mb©r'26, 19^0 * 
simatur©;.i.ilegible ) submitted, a list of cryptanalytlc 

seventeen countries, all of which were .either. " 

=, - or insiif^ici@ntly» exploited due to pe 

.’1 



'additional, personnel to th© number-; 

62 , -.detaiiihg the. problems to which they would be assigned, p in ' 
January;..! 9^1 , Dr. . Kuhz© requested ■. 57 additional employees , 28/ bf. 
whom; dcaald ; .b©. '.employed; on /American' and British / problem's , and ;"■ 
Sehauffie| i ^ reques;te^ an , ; additional .increment of 1T>. Nothing la I 
documentary ' sources.' . as, to ./whether or hot these requests. ..were 






. Personnel.. hist dated October 1, 

i-Dahlem, ? Im Dol. 2-6,5$ the Luisenatlftj and w some rOoms w 
/ / in/.tfe© Ethnographic Museum ; (Museum f uer Vo® X ker kunde } at/. Prfhz. 

: '-/Jk|^ koeaiggraetz©r.' : Stre©ts. / Jhese housing arrai^eiaemtis 

./■/■{fb.re td/'romala substantially unchanged until ■• December 19^3./ :Th® 

::'. Jaegers^ la'- .-has as late as January iB, ;i9^1r . 

iT'iP'' 2 b. : 'letters Hat ing a tr eng th and requirements . . ■ One, dated. 

P January: .18, ,19^1 is headed "Jaageratrasse- 12 Hi" and signed. 
/talmost;: ; o©rta ; inly Kunze) . The other, h®ad©d t, Di©aststell© . . . 

'Podbielski Allee, >r is dated January 1^,1941 and sighed by .Schauffl^' 

■^%P 2b. Letter of .Nov. ■• 26,, 19lQ. / ' / ■■ ...■ ' ' • ; ’ : 

,2b. 2^a i.ettQrs, Pers Z/57Q5, dated November 12, lybi, and a 

'/ lett ©r from 'the P er 3 onnel Bureau of the Foreign Office., dated. 

/■ January 'l?/ XyA-2 , _ may be /revealing.. Id .-.the first Better,' Minister . 

Iftesand^ head of Pers Z, requested th© immediate 

: ’ - aliocatloh "of. 155 Labor ''Service ' .Girls ; (Arb e it s maiden) due' .'to- the./ - . 
,? specialhaste incident to the execution of ’the Foreign Minis ter 11 ® 
new request ;( rt wegeh der besonderen Eile der' Durchf uehrung der v.om 
Berrn .Reichsmihis ter ges tell ten neuen Ai^orderung" )/. Id the" Second ■ 
/ letter. Principal ■ SpeclaXist/.('Legationsrat}: .Schwaeger , /referring . 
specifically; to . .the ; .Per s' Z /request - for 3X3. regular, employees', / . . 
at ated' that - the . .1:9 4l budgetary ffilloeationshad been; exhausted'. ' • 

. Ke cited the critical dtate .bfytha /labof '/m^ketj, . 'and' coacluded .- 
that, : th© ' bequest: ■should ! /be:;.re|^a3ed': : or re justified 6h v the 'ground 






that it', was 
'Oruanden”).,. 



■':tO.' 
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When the Section was captured in April 19^5* Its leaders 
stated that the peak in personnel wh3 reached in 19 ^ 5 * when 180- 
200 persons were employed.. 20 Another employee "thought" the 
total personnel was about 120. 21 Regardless of conflicting 
statements, it seems clear that Pers Z S never became a large 
organization, and that its personnel never exceeded two hundred 
in number. ' 

6 • Organizational and Geographical Changes, 1943-1945 . r -No 
major changes were made in the organization unt i lDecember 1943. 
At that time, Berlin was partially evacuated on account of the 



feBerlin-Dahlem 



. " Frankfurt a/d Oder \ 

PERS .Z S LOCATIONS -December, i94^/Maroh,19^$i -' 

Scale : iA>5 00 j°0 0 



Former 

Poland 






i 



\ 






Kottbus 



• Brealau 

*Liegnitz '•■■■ 



Goerlitz 



-Dresden f ~ ■ \ 

/ V ! " 

^ — '■ ■ ^ 

Former: 

; . Czechoslovakia 



* Hirschberg 



Hermsdorf 



20 

21 



I 22, para 125 
I 22, para 34 
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• RAP bombings , ' and Pers Z S was split into one large group arid 
two smaller groups. Dr. Schauffler and Dr. Pas chke- remained in 
Berlin-Dahlem, at Im Dol 2-6,5* with the jna in -party fStamm- 
abteilung) » This party may have been reinforced by "parts 
of .. .T . . .Signal Intelligence Agency, Supreme Command of the . 
Armed Forces (OKW/Chi)" which had been bombed out at the same 
time. 2 A part of Dr. Paschke's Subsection, under the leader- 
ship of Specialist (Regierungsrat ) Dr. Karstien, went to 
Hirschberg in the Riesengebirge. The Mathematlcal-Cryptanalytic 

PERS 2 5 LOCATIONS- April , 1945 
'• Scale: 1 / 1,500,000 



Berlin-Dahlem. 




1-96, P 5» There is some evidence that there was an actual 
■ -7 Unification of certain Pers ZS -Signal Intelligence Agency of 
the Supreme Command of the Armed Forces (OKW/Chi) subsections 
after November 1943 . For detailed discussion, see Chapter 4. 





DOCID: 3486663 



Subsection under Dr. Kunze, together with the machinery, 

was evacuated, to Hermsdorf in Silesia, The three parties 
attempted to work as one, with a daily courier service linking 
all three locations . 2 3 

In February and March 1945, as the Russian advances became 
more threatening, the Hirschberg and Hermsdorf locations were 
evacuated. The Karstien group moved directly from Hirschberg 
to Burgs cheidungen in the Unstrut area. They were joined there 
in April by Dr. Schauffler and some of the former Berlin-Dahlem 
group. Dr. Kirnze 0 s Mathematical T Cryptanalytic Subsection was 
split up, elements proceeding from Hermsdorf to Muehl hausen, and 
the majority, including the leaders, to ZschCpplin, Dr. Paschke 
brought most of his subsection from Berlin to Zschepplin. An 
unidentified Pers z S group went from" Berlin to the Army -Air 
Force Signal^School at Eaile-Nietleben, later proceeding to 
. Zschepplin. Ho intercept traffic was received after torch 1945. 
Some cryptanalytie work was continued on back material until the 
Burgscheldungen-Zschepplin areas were overrun in April 19^5° 

7. Important Personnel. --This paragraph consists of a com- 
pilation oF*^iTta _ 6n^s6me - THXrty Pers Z and Pers Z S personalities. 

a . ; Z Branch (Pers Z) Personalities . 

\{l) Minister (Gesandter I Kl.) Selchow . Selchow was 
chief of Z Branch . Little is known of his background. Mention 
was made of the fact that he had engaged in similar work during 
World War I. 2 5 A personnel list, without a caption, dated 
May 1919 j» lists his name along with 62 others, presumptively in ! 
Foreign Office cryptographic or cryptanalytie activity. 2 ° The 
date of his appointment as head of Z Branch (Referat-Z) is un- 
known . One source states that he had been head of the Branch 
since 1919*^7 He is listed as a Principal Foreign Office 
Specialist (Vortragender Legationsrat) on November 1, 1937»^° 

He held the rank of Minister (Gesandte) in 1945= A document 
"dated 1941 contains recommendations for the promotion of Senior 
Specialists (Oberregierungsraete) Paschke, Schauffler and 



23 

24 



27 



See Chart 6-1, and 1-22, p 23 

I 1, ? 7 



1 143, oara 44 

26 



DF 17j T3373 



I I, P 17 

28 TF 2 4, Personnel List of November 1 1937 
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Langlotz to Principal Foreign Office Specialists (Vortragende ; 

Legationsraete) . 2 9 it might he deduced from this document that 
Salchow had been appointed Minister in 194 0 or 1941. 

But little more is known as to his ability. Statements 
from personnel In other cryptanalytic agencies Imply that he was 
jealous and secretive about Z Branch (Ref era t Z) activities. His 
Pers Z S subordinates characterized him as "a competent adminis- 
trator who knew little about cryptanalysis and was content to 
leave the specialists to run their affairs as it seemed best to 

them. "30. 

Last reported in Salzburg in March 1945, he was not appre- 
hended by flSQu. 

(2) Senior Specialist (Oberregierungsrat ) Dr . Roy . Dr. Roy 
was head of the Administrative Section { PersZ Gen) in Z Branch. 

He is reported to have been with Z Branch since the early 1920’s. 

Taken prisoner at Muehlhausen in April 1945, he was released as y y 

being of little Importance to target teams and interrogators. 

(3) Senior Specialist (oberregierungsrat) Ernst Hoffmann. 
Hoffmann had seniority in Z Branch going back to 1919^31 A 
Specialist (Regierungsrat) in July 1937, he was promoted to his 
last grade in 1940.32 From 1940 he was head of the Communica- 
tions Section (Ref era t fuer Funkwesen) in Z Branch* a section 
newly created at that time. 33 nothing is known as to the fate 
of the section. . . 



(4 ) Senior Specialist ( Oberre gierungsrat) Horst Hauthal . 
Hauthal was latterly head“6r£Ke Cryptographic Sect ion ( Pers z 
Chi) in Z Branch. His section remained in Berlin* and nothing 
is known as to its fate. A young man (born March 9* 1913), his 
rise in Z Branch was little short of meteoric when compared with 
the progress of hip older colleagues. Joining Z Branch as a 
mathematician and cryptographer in January 1940* his promotion 



29 TF 24* Anlage 1, Pers Z 5617/41 

30 I 1* p 17 

31 DF 17 T3273 

32 ijjp 2k * Anlage 1 to Pets Z 5617/41 

33 »pp 2k s Pers Z 647/40 refers to Hoffmann as head of the "newly 
created subjection for radio communications problems ("Lei ter 

des neuges chaff enen Ref erats fuer Funkwesen"). Job descriptions 
and personnel specifications show that Pers Z F disposed of 
telephone, teletype and messenger* services, as well as radio. 
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to Senior Specialist (Oberregierungsrat) was achieved in less 
than five years ,34 



bo Pars z S Personalities , 

(1) Linguistic-Cryptanalytic Subsection 



(a) Senior Specialist 



^ (Oberregierungsrat) Rudolf Schauffler , 

Although Sclmuf f ier wG^ h'ea'cl bf Pers Z 3, it is not clear whether 
this title was more than nominal in 1945 • The Pers Z S members 
listed him as head of a Subsection in 1945* while the 1937-1941 
documents list him as head of the whole Section. 35 Latterly 
Paschke, a more forceful type and probably an abler adminis- 
trator, appears to have usurped more and more of Schauf f ler* s 
responsibilities. 

Starting with Z Branch immediately after World. War I, 
Schauffler had held the grade of Senior Specialist (Oberregierungs- 
rat) since at least November 1. 191 7, and was the senior crypt- 
analyst in the Section. In 1941 he had been recommended for the 
grade of Principal Foreign Office Specialist (Vor*ragender 

Legationsrat) .3o 

Originally a mathematician, his main field of interest was 
theoretical research (Grundlagenforschung) . To this end, he 
edited a private periodical ("Schriften des Sonderdienstes" ) 
which was concerned primarily with cryptologic methodology .37 
His' language specialties were Japanese, and Chinese, which Pers 
Z S cryptanalytic group he headed. He also served as an adviser 
to the Foreign Office Cryptographic Section (Pers Z Chi) on 
security. Either he or Senior Specialist (Oberregierungsrat) 
Hauthal of the Cryptographic Section (Pers Z Chi) represented 
the Foreign Office in the Army -Air-Naval Security Coordinating 

Conferences .3° 



(b) Senior Specialist (Oberregierungsrat) Dr. Adolf Paschke . 
While junior In gradV to 'SchaufflerJ Dr. Paschke during the latter 
years of the war became, with Schauffler, the joint head of Pers 
Z S. His nominal title was that of head of the Linguistic- \ 

Cryptanalytic Subsection. 

• ■ Joining the Foreign Office group in 1919* he became a 

Specialist (Regierungsrat ) in 1927 and a Senior Specialist 
(Oberregierungsrat) between 1937 and 1940. In 1941 he was recom- 
mended to the rank of Principal Foreign Office Specialist (Vort- 
ragender Legatioiisrat) .39 



36tf 24, Anlage 1, Pers z 5617/41 
37 I 22, para 8 
3® I 84, para 11 

39 tf 24, .Anlage 1, Pers Z 5617/41 
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